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How to: Install an SSL certificate

Introduction

This document will talk you through the process of installing an SSL certificate on your server. Once
you have approved the request for your certificate and your Control Panel has all of the certificate
details, you will need to follow instructions specific to your web server. You’ll be able to find the
instructions you need by referring to the contents section of this document.
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Approving the SSL certificate request

After you have ordered an SSL certificate, the ‘Approver E-mail Address’ you specified during the
order process will receive an approval request e-mail (see our article on ordering SSL certificates at:

http://www.tagadab.com/support pdf/ssl 01.pdf). The text of the approver e-mail will look similar
to that in the screen shot below:

& Mail :: Inbox: QuickSSL Certificate Request Confirmation - Mexilla Firefox

& ¢ xoE

2F 3e2Fwebrmail.lamel-test02, comS2Fhorde%2F 10 - [Gl-] Google o

1]

@]
ndar Address

-] Horde Inbox: QuickSSL Certificate Request Confirmation (3 of 3) =

@} Organizing Mark as ~| Move | Copy | This message to - Back to Inbox <3 &
My Account Delete | Reply | Forward | Redirect | View Thread | Blacklist | whitelist | Message Source | Save as | Brint
- Mail Date: Fri, 1 Aug 2008 075013 -0700 (025012 PM BST)

Calendar From: sslorders@geotrust.com
To: hostmaster@lamel-test02.com
3 Options Subject: QuickSSL Ceriificate Request Confirmation
= ﬂ Log out Headers: Show All Headers

Dear Domain Administrator,

The person identified below has
nttps://lamel-test02.com

2 QuickSSL certificate for:

Applicant information:
Name:  Simon Kirby
E-mail: simon@tagadab.com
Pnone: 020 7685 8342
Simon Kirby requests that you come to the URL below to review and approve this certificate request:
nttps://products. geotrust. com/ssl/quickssl .do?pin=AOrl6eP9aEnSpIradriFT
If you have anv questions, please contact the person identified above, or GeoTrust SUDDOTT at RTLD://Wii.geoTTuSE.COm/CUSTOMEr SUDDOTET.

Sincerely,

Rapid Response Unit @ GeoTrust

Delete | Reply | Forward | Redirect | View Thread | Blacklist | Whitelist | Message Source | Save as | Print
[Mark as’ =] Move | Copy| This message to |

Back to Inbox 43 &

+#@®

Done

Click the approval link provided to be taken to the issuing authorities’ website.
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& Mozilla Firefox [E=HEoR(S)

File Edit View History Bookmarks Tools Help
| Olympus: serverad... % | [ =] Google Calendar < & RT at a glance # | || Concord x| & https://p.. Ifedfif7 x | -

F5) Geolrust

QuickSSL®

[HOrdering _ QuickSSL Order Review and Approval
¥ Compatibility
Management Order Approval
Pleaze review the information below and either approve or reject this certificate request. If you have any questions about
- . . o ) . .
Language this certificate request, you may contact one of the individuals listed below, or GeoTrust Support
English - English *  Order Information
Order ID 1426715
Validity (months) 12
VERIFIED BY Web Server
Gedlrust ; )
GeoTrust Inc. Special Instructions none
cLiek 01.08.08 15:42 UTC

Registered Member

Certificate Information
= ceocone [0 [3]7]1]
cLIcK Common NHame lamektestlZ.com

_‘/g GeoT

Organization lamektestld2.com

Org. Unit Domain Centrol Validated - QuickSSLIR)
Org. Unit See www.geotrust.comirezources/cps ()08
Country GB

Site Contacts

Role Hame Phone E-mail Title
Technical Simon Kirby 020 7885 8342 simoni@tagadab.com
Billing Simon Kirby 020 75§85 8342 simoni@tagadab.com

Administrative Simon Kirby 020 7685 8342 simoni@tagadab.com
Domain Approver hostmaster@lamel-testl2.com
Pleaze select one of the options below. If you approve this request, the certificate will be immediately generated, the credit

card will be charged (if applicable), and the certificate will be emailed to the intended recipients. Please press the button
below only ence as this process may take a few seconds.

| Approve ” | Do Mot Appraove

2008 GeoTrust, Inc. All rights reserved.

Done products.geotrust.com () #° @_

Your SSL certificate approval screen will look similar to the above. Click the ‘I Approve’ button and
your certificate will be generated and sent to us. If your approval has been processed correctly you
will see the screen below.
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& Mozilla Firefox B =]
File Edit View History Bookmarks Tools Help
| Olympus: serverad... % | [ =] Google Calendar < & RT at a glance # | || Concord x| & https://...Approve X | -
F5) Geolrust

QuickSSL®

[*|Management
- QuickSSL Order Review and Approval
English - English - Order Successfully Approved

Order ID: 1426715

“our order has been successfully approved and the certificate will be either emailed to you or delivered via your cerificate

VERIFIED BY supplier. If you have any guestions, or you do not receive the cerificate shortly, you should contact your supplier or
Gedlrust GeoTrust customer support.
GeoTrust Inc.
cLick 01.08.08 15:42 UTC

fg@e‘l’

Registered Member

cLICK

©2008 GeoTrust, Inc. All rights reserved.

Done products.geotrust.com [ & @

After you have approved your certificate, we will be sent the certificate file and will then manually
upload it to your Customer Control Panel. This can take up to one working day but will usually be
much sooner. If you still don’t have your full certificate one working day after approving it, please e-
mail hostmaster@tagadab.com and request an update.

When your certificate has been fully provisioned, you will see it with a ‘live’ status in your control
panel:
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& Service Groups - Opera
File Edit View Bookmarks Widgets Tools Help
X

« @ 5 » L‘a m e ‘n https://control-panel.tagadab.com/control_panel/service_groupsitype=ssi_certs

@ "tagadab.com v | ([G] Google -

Tagad
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Home Dedicated Servers Hosting Domains SSL Certs Support Logout

Your Services

From this page you can see all of the S50 certs that you currently have registered with Tagadab. If you'd lke to purchase more S5L
certs please click here.

Click here to buy one

/a)
=4

View

lameltest02.com ve 02-08-2009

© 2008 Tagadab

Click the ‘view’ link to see both the Certificate and Private Key that make up your certificate. You can
click the appropriate ‘download’ link to download the certificate in .crt format, and the private key in
.key format. Once you have these files, you are all set to install your certificate on your web server.
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Installing a SSL certificate in Apache for Linux

Follow the steps below to install your SSL certificate for your website.

1. Save the certificate and private key files as <your domainname>.crt and <your domainname>.key
respectively. Note: The examples below use the following naming conventions: "Your Private Key" =
"domainname.key"; "Your Web Server Certificate" = "domainname.crt"

2. Copy the certificate to the Apache server directory in which you plan to store your certificates
(this can be any folder which Apache has permissions for, but is usually:
Jusr/local/apache/conf/ssl.crt/ or /etc/httpd/conf/ssl.crt/ for certificates and
Jusr/local/apache/conf/ssl.key/ or /etc/httpd/conf/ssl.key/ for private keys).

3. Open the Apache httpd.conf file in a text editor (NOTE Ubuntu users should instead open the
apache2.conf file). Locate the SSL VirtualHost associated with your certificate. Verify that you have
the following 2 directives within this virtual host. Please add them if they are not present:

SSLCertificateFile /usr/local/apache/conf/ssl.crt/domainname.crt (or the path to your cert)
SSLCertificateKeyFile /usr/local/apache/conf/ssl.key/domainname.key (or the path to your key)

Note that some instances of Apache will store Virtual Host information in a ssl.conf file. If your
httpd.conf contains no Virtual Host information then you will need to locate and amend the ssl.conf
as above.

4. Save the changes and exit the editor.
5. Start or Restart your apache web server.
Additional information

Your httpd.conf should contain some or all of the following directives (for an IP based site). Those
directives marked in bold are SSL related. Those directives marked in italics should only be used for
troubleshooting.

<VirtualHost 192.168.1.1:443>

DocumentRoot /var/www/html

ServerName 192.168.1.98

ServerAdmin someone@your.domain

ErrorLog /etc/httpd/logs/ssl_error_log

TransferLog /etc/httpd/logs/ssl_access_log

SSLEngine On

SSLCertificateFile /etc/httpd/conf/ssl.crt/domainname.crt
SSLCertificateKeyFile /etc/httpd/conf/ssl.key/domainname.key
SSLSessionCache dbm:/var/cache/httpd/ssl_cache
SSLSessionCacheTimeout 300

SetEnvif User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-
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1.0
</VirtualHost>

SSLSessionCache & SSLSessionCacheTimeout prevent known issues with Mac Internet Explorer
compatibility with Apache. You are only advised to add these directives if you are experiencing Mac
compatibility issues.

SetEnvlIf User-Agent fixes the Intermittant Server Errors associated with some versions of Windows
Internet Explorer. You are only advised to add this directive if you are experiencing compatibility
issues with old versions of Internet Explorer.

For more information about configuring Apache, please review http://httpd.apache.org/docs-
2.0/mod/mod ssl.html

6. Test your certificate by using a browser to connect to your server. Use the https protocol directive
(e.g. https://your server/) to indicate you wish to use secure HTTP. The padlock icon on your
browser will be displayed in the locked position if your certificates are installed correctly and the
server is properly configured for SSL.
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Installing a SSL certificate in IIS for Windows

To install your certificate on a Windows Server you will need to first convert it into a compatible

format (the .p12 format). Once you have the .p12 file you will be able to import it into IIS in the usual
way.

Converting your Certificate and Private Key to .p12 format

You can convert PEM files to .p12 files using openSSL. This can either be done on a Linux server

running Apache (with mod SSL) or you can install openSSL on your Windows server (or any Windows
machine) and convert the file there.

To install openSSL on a Windows machine, browse to:

http://www.slproweb.com/products/Win320penSSL.html

You want to download and run the Visual C++ 2008 Redistributables and Win32 OpenSSL v0.9.8i
Light packages (see screenshot below).

‘& Shining Light Productions - Win32 OpenSSL - Mosilla Firefox ===
File Edit View History Bookmarks Tools Help

Snining LIgNT Froductions -
“Maeting the Needs of Fellow Programmers”
Foms Seppore ] | Abowt T ——

Win32 OpenSSL Sponsors & Donators.
The Win32 OpenSSL Installation Project is dedicated to providing 2 simple installation of OpenSSL. It is easy to set up and easy to use through the simple, efiective installer. No need to compile anything or jump
through any hoops, just click a few times and it is installed, leaving you te doing real work, Download it today! Note that these are default builds of OpenSSL and subject to local and state laws, More information Businesses
can be found in the legal agreement of the installation. DTH Software

Custom Billing Seftware
LEGAL NOTICE: This preduct includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit, (http:/www.openssl.org/) (See the Donations section on this page to
get your business here)

Individuals
Articles)
Minimum system requirements: Recommended system requirements: Martin Balk (Meissen
Windows 95/98/Me/NT/2000/XP/2003/Vista Windows 95/98/Me/NT/2000/XP/2003Vista Ehsan F. (Cencert Listings) (Yasiv Marin)
32MB RAM 128MB RAM Daya Puls
200MHz CPU 500MHz CPU Art Komninos
20MB hard drive space 50MB hard drive space Kenneth Brobst
Whoever is bothering my ISP, stop it. The files on this page are |00% virus/malware free. Don't believe me? http://www.virustotal.com/ If you have a problem with something, contact me, not my (Nes] donations to cover bandwidth | —
- costs!)

Special thanks to those who have
donated $25 or more but wished to
remain anonymous.

Stop asking me for versions of OpenSSL that have security vulnerabilities in them! That would be any version of OpenSSL prior to the absolute latest build. This is a security product and
Yet you people constantly ask me for  version with security vulnerabilities in it?! Oh the irony. Please punch yourself in the face to knock some common sense into yourself. Thank you.

I've tested 0.9.8i under XP SP3. It seems to work fine for me. If it doesn't work for you, let me know.

Win32 OpenSSL Screenshot

Screenshot of the Win32 OpenSSL Installer.

—/Dowmoad these packagesh
Download Win32 OpenSSL today using the \mﬂ
File Cescription

Win32 Open$SL v0.9.5 Light TME Installer [ Installs the most commonly used essentials of Win32 Open3SL v0.9.8i (Recommended for mast users by the creators of
Openssl). Note that this is 2 default build of OpenSSL and is subject to local and state laws. More information can be found in
the legal agreement of the installation.

Visual C++ 2008 Redistributables 1.7MB Installer | Having problems with error messages when trying to run OpenSSL2 This will likely fix the problem. Only works with Windows
2000 2nd later. Although there is a "newer version” of this installer, this is the correct version to install,

Dene

# @

Feel free to donate to the author of the site — if it weren’t for him you’d probably have to compile
the package from binaries!
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You will now need to obtain your certificate in PEM format from your Control Panel. Browse to
http://control-panel.tagadab.com, login and click the ‘SSL’ link at the top of the page. View the

certificate you wish to install and on that certificate’s page click the ‘Download Private Key and
Certificate’ link. This will then prompt you to download both the private key and the certificate in
the same .pem file. Save it as ‘<your domainname.pem>’ and copy it to the folder where openSSL
installed on your server.

Next, open a command prompt (start -> run -> cmd), navigate to the folder where openSSL and your
PEM file are located, and run the following command:

openssl pkcsl2 -export -passout pass:'<enter a good password>" -in <your domain name>.pem
-out <your domain name>.p12 -name "<your domain name>"

This will create a file of the form <your domain name>.p12 in the folder where SSL is installed. You
will now be able to install this certificate using the Certificate and IIS snap-ins for the MMC.

Installing the .p12 Certificate

Now you have the certificate in .p12 format you can install it. To do this first open the MMC and add
the Certificate snap-in:

1. Goto ‘Start’ -> ‘Run’ and enter ‘mmc’. Hit enter.
2. This will start the MMC. Go to the ‘File’ menu and select ‘add/remove snap-in’.
3. Click ‘Add’ and select ‘Certificates’ from the list of snap-ins.

4. Click ‘Add’ to be taken to the snap-in configuration window.
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File  Action  Wiew  Favorites  Window  Help

= =

I1ze thiz page ta add or remove a standalone Snap-in from the conzale.

Shap-ing added to: ia Conzole Roaot

[rezcription

5]
v

Add Standalone Snap-in

Ayailable Standalone Snap-ing:

Shap-in i Wendor
% MET Framewark 1.1 Canfiguratian Mizrazaft Corparatian
e’[ﬁ.&ctive Directory Domaing and Trustz Microzoft Corporation
[active Directory Schema
[ Active Directomy Sites and Services
[active Directary Users and Comput...
(L Activex Cantral
[ Autharization b anager
Certificate Templates
BE Certificates
Certification Autharity

_____

Dezcription

[; Add J [ Close
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5. At the snap-in configuration window, select the radio button for ‘Computer Account’ and
click the ‘Next’ button.
Certificates snap-in

Thiz gnap-in will aways manage certificates for
) My user account
{71 Service account

%) Computer account

tehack [ Mext l[ Cancel

6. Finally specify the computer for which you want to manage certificates. Select either local
computer (for the computer you are working on) or specify the remote computer you want
to manage. Then click ‘Finish’.

Select Computer,

Select the computer you want thiz znap-in to manage.
Thiz znap-in will aways manage;

%) Local computer: [the computer this consale is running on)

) Another computer: Eroe

[] Allows the selected computer to be changed when launching from the command line. This
only applies if you zave the conzole,

[ < Back J[ Firizh ] [ Cancel J

7. Now you’ve created a Certificates management console, you can save it’s settings to make
using it easier in future by going to ‘File’->’Save’ or ‘Save As’

Page
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Importing the .p12 Certificate

Now you have setup the Certificates snap-in, you need to import your .p12 certificate. To do this:

1. Expand the ‘Personal’ folder and right-click on ‘Certificates’. Select ‘All Tasks’ -> ‘Import..." from
the popup menu (see below).

‘ini Console Root\Certificates {Local Computer)\Personal\Certificates

] Console Root Issued To Issied By

= [ Certificates (Local Computer’
- Personal
25 Certificates
[#-[Z3] Trusted Root Certification Authorities

-[Z7] Enterprise Trust = ”
-7 Intermediate Certification Autharities = Request Mew Certificate. .
-7 Trusted Publishers Refresh
-[27 Untrusted Certificates Expoart List...
(7] Third-Party Root Certification Authaorities
-[Z7] Trusted People Wigw 4
-[Z3 other People

-[E7] Certificate Enrollment Requests
SPC

3o Help
.. Y

- FAE MOk

Arrange Icons
Line up Icons

Add a certificate to a store

2. This will take you to the certificate Import wizard. Click ‘Next’ at the first window to see:

Certificate Import Wizard

File to Import
Specify the File wou wank ko impaork,

File name:
I i\ Program FileshSnutwinZ2hbinh lamel-test0z .com.plz

Moke: More than one certificate can be stored in a single File in the Following Formats:
Perzonal Information Exchange- PECS #12 (.PFX,.P12)
Crypkographic Message Syntax Standard- PECS #7 Certificates (. P7E)
Microsofk Serialized Certificate Store (,55T)

< Back I Mext = I Cancel I

Page
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3. Click the ‘Browse’ button to locate your certificate. NOTE: Make sure that you set the file type to
‘Personal Information Exchange (*.pfx, *.p12)" or you won’t see your certificate. Once you have
selected your certificate, click ‘Next’.

Certificate Import Wizard Ed |

Password

Tao maintain security, the private key was protected with a password.

Type the password For the private key,

Password:

" | Enable strong private key protection, You wil be prompted every time the
private key is used by an applicatian it wou enable this oapkion.

[™ mMark this key as exportable, This will allow you to back up ar transport your
keys at alater bime.

< Back I Mewxt = I Cancel

4. At the window above, enter the password you specified when creating your .p12 certificate,
mark the key as exportable and click ‘Next’.

Certificate Import Wizard

Certificate Store

Cettificate stores are system areas where certificakes are kept,

\Windows can autoratically select a certificake store, ar you can specify a lacation Far

" Automatically seleck the certificate store based on the bype of certificate

% Place all certificates in the Following store:

Certificate store:

Personal Browse. . |

< Back I Mext = I Cancel
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5. At the window above, select the location in which you want to store the certificate (the default
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certificate store, ‘Personal’, is fine) and click ‘Next’.

6. You will then see a screen confirming the details you have entered. Click ‘Finish’ to complete the

process.

Installing the .p12 certificate in IIS
The final stage in this process is the installation of the certificate in 1IS for your website. Start up the
IIS manager (‘Start’ -> ‘Administrative Tools’ -> ‘Internet Information Services (lIS) Manager’) and

follow the steps below:

1. Select the website for which you want to install the SSL certificate from the folder tree on
the left, right-click it and select ‘properties’.

£l Computer Management

Q File  Action  Wiew  Window  Help

= @ @FE =2

Computer Management (Local) Mame
W, System Tools i, Svstem Toals
"-@ Event Yiewsr @Sturage

' Shared Folders %Services and Applications
L] Local Users and Groups

- Performance Logs and Alerts
----- g Device Manager

@ Starage

- Remowvable Storage

----- Disk. Defragmenter

Disk, Management

@ Services and Applications

-4 Microsoft SOL Servers
Services

- ML Control

- Indexing Service

% Internet Information Service

web Sites
[+ gl |Default Explore
QpeEn
Browse

Opens property sheet For th Start

Mew 3
All Tasks r

Mew Window From Here

Renarme
Refresh

F'ru:.per'tiEes

Help

Page
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button.

2. At the ‘Properties’ window, select the ‘Directory Security’ tab and click the ‘Server

Certificate’

Default Web 5ite [Stopped) Properties

Secure communications

[ “wieb Site ISAPI Filters Home Directony Diocuments |
Diirectory S ecurity i HTTF Headers i Cuztom Errars |
Anoryrmous accezs and authentication contral
Enable anorymouz access and edit the
%ﬁ authentication rmethods for thiz resource. h Edit. d

Require secure communications and

Server Certificate... ]

enable client certificates when thiz

[

[E30LUICE i3 accessed. - —
[ Wiew Certificate... J
[

Edit |

[ oK ] [ Cancel

Page
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3. This will start the Certificate Wizard. Click ‘Next’, select the ‘Assign an existing certificate’

radio

button on the next screen and click

15 Certificate Wizard

‘Next’

Server Certificate
There are five methods for azzigning a certificate to aweb site, @
%

Select the method pou want to uze for thiz web zite;

(7} Create a new certificate.

(%) ihszign an existing certificate

{71 Impart & certificate from a Key Manager backup file.

[ < Back H Mest » l[ Caricel

)

4. Select the certificate you wish to install from the list and click

115 Certificate Wizard
Available Certificates

The certificates pou can use for pour Web server are listed below,

Select a certificate

|zzued To Espiration Date |ntended Purpoze

quifax |

plezk, .

tagadab-netsery tagadab-rietzery 281142003 Server duthentic... -
Single Sign-on Single Sign-on 3MA2009 5
SiteB uilder Fioot Agency oA01/2040 .
Metzemd-1 MetzemT-1 mA0242009 Server duthentic... -

4| | 0

¢ Back I Mext > I Cancel

Page
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5. Specify the port you wish the certificate to use. 443 is the default but if you have an

application that requires a different port then enter the port number here.

115 Certificate Wizard
S5SL Port
Specify the S5L port for this web site,

S5L port thiz web site should uze:

< Back I Mest > I Cancel

6. You will then be presented with the Certificate details. Check that all the details are correct
and then click ‘Next” and ‘Finish’ to complete the Wizard.

7. Back in the IIS manager, right-click the folder in your website you’d like to secure (this can be
any sub-folder or the root folder of the website) and select ‘Properties’. Again, select the
‘Directory Security’ tab and this time click the ‘Edit’ button.

cert1 Properties

| Directany Documentz | Directony Security HTTF Headers || Custom Errors

Anonymous access and authentication control

Enable anonymous access and edit the
%«s authentication methods for this resource. [ Edit... l

IF addreszs and domain name restrictions

@

Secure communications

Fequire zecure communications and
enable client certificates when this
resounce is accessed.

[ “Yiews Certificate. . ]

| Edit... |

Page
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8. Check the 'Require secure channel (SSL)' checkbox. Optionally, you can also force clients to
use 128-bit encryption. Unless you will require visitors to this part of your site to have their

own certificates, leave the radio button for ‘Ignore Client Certificates’ selected. Click the
okay button to finish installing your certificate!

Secure Communications
Require secure channel [S5L]
[ ] Require 128-bit encryption

Client certificates

%) |gnore client certificates
i1 Accept client certificates
) Require client certificates

[ ] Enable client certificate mapping

Client certificates can be mapped o Windaws uzer
accountz. Thiz allows access control to resources using
client certificates.

[ ok ] [ Cancel ] [ Help

The directory you selected should now be protected by the certificate. To test this, browse to
‘https://www.<your domain.tld>/<your secure directory>’. If you specified a port other than 443 for
your certificate, remember to append it to the end of the URL. You should see in your browser that

you are at a secure web page (typically they display padlocks and related graphics) and you should
have the option of viewing the certificate in your browser.

Page
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Installing a SSL certificate using the Plesk Control Panel

Whether you have Plesk for Linux, Plesk MSDE for Windows or Plesk MSSQL for Windows the
installation process for an SSL certificate is the same (at least for the single domain certificates we’re
concerned with here). This guide has been written for version 8.2 of Plesk. Before we go through the
steps in the Plesk GUI, you will need to have downloaded your Private Key and your Certificate from
your Tagadab control panel. Instructions for how to do this are in the ‘Approving the SSL Certificate
Request’ section at the beginning of this document.

You will also need to have an exclusive IP address assigned to the domain in Plesk. If you don’t have
more than one IP address, you can e-mail dedicated@tagadab.com and we will provide up to 4
additional address at no extra charge. Once you have these allocated you will need to add the IP
addresses in Plesk and associate one of them exclusively to your domain. Consult the Plesk help

documentation if you need guidance on this.

Once you have the text for both Key and Certificate, login to your Plesk control panel and navigate to
the Domain page of the domain for which you are installing the certificate. It will look similar to this:

&) PLSK007523630000 Plesk 8.2.0 - Opera == R ==
File Edit View Bookmarks Widgets Tools Help

‘ % Discover Virtuozzo,
99-2007, SWsoft Holdings, Ltd. $u4 Server Virtualization P Log out

“5*PLESK' s

General

Domains >

(@ O Domain lamel-test02.com of My Domains 7 Add To Faverites 4 UpLevel
Desktop
@ Clients Domain
v & e : o ,
J ] T
Switch OFf Report Limits Domain Aliases Domain Register MyPlesk,com Buy Pictures Back up
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Info
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Click the ‘Certificates’ icon to load the Certificates page.

Page

19


mailto:dedicated@tagadab.com

THE HOSTING SPECIALISTS

Tagadab

PLSKD07523630000 Plesk 8.2.0 - Ops

File Edit View Bookmarks Widgets Tools Help

scover Virtuozzo,

& SWSOFT' B oo . - o
... . ~ {© Copyright 1999-200° 2ge Server Virtualization P Logout
o PLESK

Domains > [amel-test02.com

Certificates

General
Deskton
& Clients

A& Domais |

Click here
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AddNew  View Certificates
System Certificate

a ¥irtuozzo
lj Find the appropriate private key to the certificate
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Cen —
3 Modules
T

[ Logout * Certificates
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Certificate repository.

Click the ‘Add New Certificate’ icon to navigate to the Certificate creation page.
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Create a new S5L certificate for domain www.lamel-test02.com $lplevel ~

Desktop Certificate

& Clients Certificate name =
T Preferences %ter the certificate name here
fits 1024 »

System

Country United Kingdom b
T} Virtuozzo State or province * London

== Location (City) = Halbarn

Modul
o3 Modules Organization name (company) = Tagadab
? Sessions - L
Organization department/division name

a Log out

Domain name www Jamel-test02.com

Help & Support Emall nick @tagadab.com

& Helo [ Request ] [ Buy Cert l [ Self-Signed

Add a new certificate. Upload certificate files
Private key * Choose... |

Certificate * Choose... |

CA certificate Choose... |

Upload certificate as text .
privatz key = Paste Private Key text here -

Certificate =

Paste Certificate text here

CA certificate -

Then click here.

Send Text
*Reqired field & Cancel =

Here you will want to initially ignore all the fields except three. First, enter the certificate name at
the top of the page. Then, paste the text of your private key into the ‘Private Key’ field of the
‘Upload certificate as text’ section and paste the text of your certificate into the ‘Certificate’ field of
the same section. You can leave the ‘CA certificate’ blank. When pasting the text of the key and
certificate ensure that in both cases you paste in the entire text, including the beginning and ending
‘-----Begin Certificate-----‘. Also make sure that you don’t paste any whitespace into the fields.

Once you're sure that you have pasted key and certificate correctly, click the ‘Send Text’ button. The
page will update to complete the relevant remaining fields and you’ll be taken back to the
certificates page where you’ll see your certificate listed. Your certificate is now installed, but we
need to activate it for your domain. To do this, navigate back to your domain page and instead of
clicking the ‘Certificates’ link, this time click the ‘Setup’ link in the Hosting section (see below).
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System Administratar
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\§ Server
Custom Buttons
% Modules
Sessions Services
(Bl = k § B &
Mail DNS Settings Dapat cat

Help & Support

Click here

@ Help Hosting (Domain has physical

setup Delete Web Users Subdomains Protected Anonymous FTP Log Manager File Manager 55H Terminal

Directories
° W
Crontab Application Vault  Site Preview
Info

Resource Used Allowed
Validity period Aug 5, 2008 Unlimited
Disk space 0B Unlimitad
Traffic 0 B/Month Unlimitad
Subdomains o Unlimited
Domain aliases o Unlimited
Web users 1} Unlimited
Mailboxes o Unlimited
Redirects 0 Unlimited
Mail groups [ Unlimited
Autoresponders o Unlimited
Mailing lists a Unlimited
Databases o Unlimited
Java applications a Unlimited

On the hosting setup page you will be able to select the Certificate you just installed for this domain.
Select it and save the changes and you will see the certificate listed for the domain, as below.
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-
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- Physical hosting setup page for domain lamel-test02.com &) Create Shorteut - £ Up Level
Desktop.
@ dients IP Address
Lnd 1P Address | 78.40.57.75 Excusive (1) |
Certificate www, lamel-test02,com (Repository of domain lamel-test02.com)
System
Preferences
T Virtuozzo 5L support 172
G Server Use a single directory for housing S5L Il
4 Modules and non-55L content
Sessions
- Account Preferences
[ Logout FTP Login = [lamel-test |
Old FTP password T
tielp & Support Mew FTP password | |
@ == Confirm Passward [ |
Hosting account setup. Choose Hard disk quota - i )
R e q ME W Unlimited (hard disk quota is not supported) o
or Shared), FTP Login and Shell access to server with FTP user's |Forbidden -]
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Services
Apache ASP support W
551 support W
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CGI support M
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Custom Error Documents r
= OK Cancel
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Your SSL certificate is now properly configured. To test it, browse to the URL secured by your
certificate and use your browser to check the certificate details.

If you have any problems with this, please e-mail dedicated@tagadab.com or call 0845 045 1101
between 9am and 6pm Monday to Friday.
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